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> O que é o0 Azure Sphere
> As sete propriedades de um dispositivo 10T seguro

> Processamento em tempo real ARM Cortex-M4
> Execucao do sistema operacional FreeRTOS

> Projeto real utilizando Azure Sphere

> Modo de baixo consumo de energia




The Seven Properties of Highly Secure Devices: the new THE

standard for securing MCU powered loT experiences DEVELOPER'S
https://www.microsoft.com/en-us/research/wp- CONFERENCE

content/uploads/2017/03/SevenPropertiesofHighlySecureDevices.pdf

Hardware Defense
% Root of Trust In Depth

Small Trusted
Computing Base

Seu dispositivo ¢ identificavel Seu dispositivo se mantém O seu dispositivo esta protegido de
D e a integridade do software D Seguro se um mecanismo D erros em outros codigos fonte?
é confirmada por hardware? de seguranca for destruido?

Dynamic Certificate-Based Failure Renewable
Compartments Authentication Reporting Security
As protecdes de seguranca Seu dispositivo utiliza Seu dispositivo reporta Seu dispositivo atualiza

D do seu dispositivo podem
melhorar ap6s a implantacao?

certificados digitais ao
invés de senhas para
autenticacéo?

falhas e anomalias? o software de forma

automatica?
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O Azure Sphere baseia-se em décadas de experiéncia da
Microsoft em hardware, software e nuvem para fornecer uma

solucao completa e pronta para o uso para dispositivos loT.
Disponibilidade geral desde 24/02/2020.

Operating system

Certified chips . Ongoing

’_servi¢ing

Cloud security E lE
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Cloud Security

Secured MCUs

Uma nova categoria de
MCU’s chamado Azure
Sphere, produzidos por
empresas parceiras, com
tecnologia de seguranca da
Microsoft, que fornece
conectividade, alto
desempenho e
caracteristicas de seguranca
no hardware.

Azure Sphere

Secured MCU

Secured OS
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Secured by our Cloud

Service

Azure Sphere Security Service
protege cada dispositivo e 0s
clientes, detecta falhas de seguranca
e responde de forma proativa.

Secured Operating System

Sistema operacional seguro

Azure Sphere OS que

combina as melhores praticas

da Microsoft e da comunidade

Open Source, criando uma 0]
plataforma confiavel para uma

nova experiéncia em loT. =
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Microsoft Pluton Security Subsystem —
Root of Trust

ARM Cortex-A prové isolamento de
processos através do gerenciamento de
unidades de memoria. Azure Sphere OS
cria containers para as aplicagbes que
utilizam espacos de memoria
reservados.

Cada chip possui sua propria memoria
flash e SRAM.

2x ARM Cortex-M é o MCU, que
executa o processamento em real time.

Microsoft

Pluton

security
subsystem

ARM

Cortex-A
optimizedfor
low power
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Azure Sphere utiliza a tecnologia ARM’s

TrustZone que permite a criagao de
ambientes independentes de execucéao
dentro de um unico chip.
« Secure World — alto nivel de
TRUSTZONE
« Normal World — baixo nivel de
privilégios
Cada ambiente pode executar seu proprio
sistema operacional e aplicactes

O A0
=]
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Microsoft Pluton Security Subsystem € composto por
trés componentes:
»  Pluton Fabric — recursos de seguranca
implementados no hardware
« ECDSA - Algoritmo de Assinatura Digital de
Curvas Elipticas
* Acesso as chaves PKI — gravada em e-Fuse no
momento da construcao do MCU.
*  Pluton Runtime —inicializa o funcionamento com o
Pluton Fabric
»  Checagem da inicializagao do sistema
«  Unico componente capaz de acessar o Pluton
Fabric
*  Real-time core dedicado ao Pluton [w] A [=]

Pluton software/hardware architecture

OS Layer 0 Pluton Runtime

Hardware Private real-time core
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Cortex-A7

*  Security Monitor

E executado no Security World
Verifica e permite politicas de
acesso a recursos

Atualizacao do software
Auditoria do ambiente

Unico componente com
permissao de acesso a memoria
flash
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Linux-based OS software architecture

OS Layer 3 | POSIX applications protected by app sandbox

OS Layer 2 On-chip Cloud Services

OS Layer 1 Custom Linux Kernel

OS Layer 0 Security Monitor

Hardware Cortex-A7
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Cortex-A7 . Linux-based OS software architecture
« Custom Linux Kernel _
e Normal World OS Layer 3 | POSIX applications protected by app sandbox
*  On-chip Cloud Service
« Normal World OS Layer 2 On-chip Cloud Services

« Comunicagao com Azure Sphere
Security Service
« Aplicacdo desenvolvida pelo fabricante || os Layero Security Monitor

do dispositivo
« Executada em um sandbox Al Cortex-A7

« Padrao POSIX

OS Layer 1 Custom Linux Kernel
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Cortex-M4 — Real Time Core Real-time core software architecture

« Totalmente dedicados e isolados
. ~ . . OS Layer0  Azure RTOS/Bare metal code
para a aplicacao cliente;
* Execucao bare metal Hardware Cortex M4

* Execucao RTOS
* Normal World
»  Periféricos podem ser mapeados
para estes nucleos garantindo
caracteristicas de aplicacbes em
tempo real
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Cortex A7 NEON FPU
64kB L1 instruction cache
32kB L1 data cache

256kB L2 cache,

4MB system memory for the Azure Sphere operating system
and user applications

2x ARM Cortex M4 cores

>
>
>

192kB TCM (Tightly-Coupled Memory)
64kB SRAM
FPU Floating Point Unit

Pluton Security Subsystem

>
>
>
Wi-Fi
>
>
>

ARM Cortex-M4F security processor
128kB secured TCM
64kB secured mask ROM bootloader

Processador dedicado N9 32-bit RISC core \
IEEE 802.11 a/b/g/n E E
Bandas de 2.4GHz e 5GHz

https://d8602zu8ugzlg.cloudfront.net/mediatek-craft/documents/mt3620/MediaTek-MT3620-Product-Brief-Nov2018.pdf E
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March Sales: 20% off for over 200 Raspberry Pi and Arduino Products for th

Fusion PCB/PCBA Community What are you looking for?

\( )) Seeed Shop

The loT Hardware Enabler

Home / Development Platform / Others / Azure Sphere MT3620 Development Kit_EU Version

= @ X

) Azure Sphere MT3620 Developr X+
¢ C O @ hitps//www.seeedstudio.com/Azure-Sphere-MT3620-Development-Kit-EU-Version-p-3134.html * B WY moE @ :
Apps & www.unipitechnolo.. J Gerenciadorde fav.. @ ProgramadoJo»B.. [} National ICT Austra.. (B Mixim TUTORIAL PageTemplates — mi... » Outros favoritos

month. Apply code [SEEED20] .

Seeed Global v usD

Q Signin Q

Azure Sphere MT3620
Development Kit_EU
Version

SKU 102991099

In Stock
170+ Available

$84.90

| accept the restriction

Qty Discount available ~

$82.90 /10pcs+
$81.90 /20pcs+

$80.90 /50pcs+

1¢: Contact Support [
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@ AES-MS-MT3620-SK-G-AVNET X + B o ®
< cC O & newark.com/avnet/aes-ms-mt3620-sk-g/starter-kit-arm-cortex-a7-cortex/dp/02AH9206%st=azu.. Yr B @ B s 'El 9 :
2! Apps K Gerenciador de fav.. Outros favoritos

Offers Contact Us Help Track Orders BE -

LogIn Register 0 items
e My Account v o $0.00

azure sphere

Newark’ =

= All Products Manufacturers Resources Communities < Favorites & Tools

We're open for business
Newark has put measures in place to protect its employees and customers, while ensuring continuity of service.
Please contact Newark , customer support or Technical Teams for assistance. Coronavirus emergency

Home > Embedded Computers, Education & Maker Boards > IoT Selutions Kits > Embedded Development Kits - IoT Solution Kits > AES-MS-MT3620-SK-G

otted an Error o Print Page
A spotted an Error? € Print Pag

AES-MS-MT3620-SK-G - Development Kit, Azure Sphere Starter Kit,

MT3620 SoC, loT Development, 2 x MikroBUS Sockets 222 In stock
Best Seller . 222 in stock for same day shipping

I'\V E.‘ FJ’ see cut-off times @

Manufacturer: AVNET P Check Stock & Lead Times

Manufacturer Part No: AES-MS-MT3620-SK-G $83.40

" . Price for: Each

Newark Part No.: 02AH9206 Multiple: 1 Minimum: 1

Technical Datasheet: E] AES-MS-MT3620-SK-G . .
Datasheet Quantity Price

See all Technical Docs 1+ $83.40

Request a quote for higher quantities

[ Add to compare KAy 3.4 (23)  Write A Review LIVE CHAT [ u FEEDBACK |
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Demonstracao 1
Cortex-M4 — Nucleo de processamento em tempo real

(@) Azure Sphere Developer X |+ v = a X

HLApp RTAppA RTAppB
D:\2020\mt3620_md_software\MT3620_MU_Sample_Code\BareMetal\MT3620_RTApp_BareMetal_MBOX>azsphere dev s
Cortex A7 Cortex M4 Cortex M4 ideload deploy —-imagepackage .\RTAppA\out\ARM-Debug\Bare_Metal RTApp_Mbox_A.imagepackage
T ] ]
} } }

Deploying 'D:\2020\mt3620_mi_software\MT3620_Muy_Sample_Code\BareMetal\MT3620_RTApp_BareMetal_MBOX\RTA
| | ppA\out\ARM-Debug\Bare_Metal_RTApp_Mbox_A.imagepackage' to the attached device.

I
" " !
Send "Hello I warn: This app targets Beta APIs that may change or be removed in future.
} Image package 'D:\2020\mt3620_mid_software\MT3620_MU_Sample_Code\BareMetal\MT3620_RTApp_BareMetal_MBOX
Send "Hello" \RTAppA\out\ARM-Debug\Bare_Metal_RTApp_Mbox_A.imagepackage' has been deployed to the attached device.
| D:\2020\mt3620_m4_software\MT3620_MU_Sample_Code\BareMetal\MT3620_RTApp_BareMetal _MBOX>azsphere dev s
send "Hello" | ideload deploy —-imagepackage .\RTAppB\out\ARM-Debug\Bare_Metal RTApp_Mbox_B.imagepackage
Deploying 'D:\2020\mt3620_mU_software\MT3620_MU_Sample_Code\BareMetal\MT3620_RTApp_BareMetal_MBOX\RTA
ppB\out\ARM-Debug\Bare_Metal _RTApp_Mbox_B.imagepackage' to the attached device.
77777777777777777 warn: This app targets Beta APIs that may change or be removed in future.
: Image package 'D:\2020\mt3620_mid_software\MT3620_MU_Sample_Code\BareMetal\MT3620_RTApp_BareMetal_MBOX
Send "Hello" \RTAppB\out\ARM-Debug\Bare_Metal_RTApp_MNbox_B.imagepackage' has been deployed to the attached device.
”””””””” |
77777777777777777 e Show output from:  Device Output - = | #a
| | Remote debugging from host 192.168.35.1, port 51952
} } High-level intercore comms application
| | | Sends data to, and receives data from a real-time capable application.
! ! ! Sending to CMA_A: Hello-World-a@
. . . Sending to CM4_B: Hello-World-bl 1
https://github.com/MediaTek- Received 14 bytes (from CM4 A): hELLO-wORLD-A® E E
R ived 14 b i CM4_B): hELLO-wORLD-B1 .
Labs/mt3620_m4_software/tree/master/MT3620_M4_Sample fecelved 14 wytes (fron fm.e)
ending to CM4_A: Hello-World-a2
Code/BareMetal/MT3620 RTApp_BareMetal MBOX Sending to CM4_B: Hello-World-b3
Received 14 bytes (from CM4_A): hELLO-wORLD-A2
Received 14 bytes (from CM4_B): hELLO-wORLD-B3 E



https://github.com/MediaTek-Labs/mt3620_m4_software/tree/master/MT3620_M4_Sample_Code/BareMetal/MT3620_RTApp_BareMetal_MBOX

@ Azure Sphere

Demonstracao 2
Cortex-M4 — FreeRTOS

0Q file Edit View Project Buld Debug Test Analyze Tools Extensions Window Help  Searcn Cuis P | MT3620 RTApp_FreeRTOS GPIO
o - S @ - Q.| ARM-Debug ~ | B GDB Debugger (RiCore) ~ Debug - sil =7x A s
pp_manifestjson mainc & x (AN
%) FreeRTOS._Ricore_ GPIO.0ut - ARM-Debug -] (Giobai scope) -|@ RicoreMainivoia)
B while (1) {

/* Get Button_A status and set LED Red. */
mtk_os_hal_gpio_get_input(gpio_button_a, &value);
if (value == OS_HAL_GPIO_DATA_HIGH)
mtk_os_hal_gpio_set_output(gpio_led_red, OS_HAL_GPIO_DATA_HIGH);
else
mtk_os_hal_gpio_set_output(gpio_led_red, OS_HAL_GPIO_DATA_LOW);

janiag S0y 1

b
g
g

/* Get Button_B status and set LED Green. */
mtk_os_hal_gpio_get_input(gpio_button_b, &value);
if (value == OS_HAL_GPIO_DATA_HIGH)
mtk_os_hal_gpio_set_output(gpio_led_green, OS_HAL_GPIO_DATA_LOW);
else
mtk_os_hal_gpio_set_output(gpio_led_green, 0S_HAL_GPIO_DATA_HIGH);

/* Delay for 10@ms */
vTaskDelay(pdMS_TO_TICKS(100));

160% ~ @ Nolssues found < » Lni120 Che21
Output

‘Show output from:  Device Output = = 8

Package Manager Conscle - Data Tools Operations  Error List |[SRay

Cot: 24

MIXED

CRLF

4

o - o X
|8 LiveShare &

fore View .
RE-SCTR =
MT3520_RTApp_FreeRTOS_GPIO (D:\2020y
b e out

#£T app_manifestjson

&) AzureSphereRTCoreToolchainMTK.cmal
[ CMakelists.txt
#£T CMakeSettingsjson
#[) FreeRTOSConfigh
&7 taunchysjson

&) finkerid

@ mainc

#@ READMEmd
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https://github.com/MediaTek-Labs/mt3620 m4 _software/tree/master/MT3620 M4 Sample Code/FreeRTOS/MT3620 RTApp FreeRTOS GPIO E
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Demonstracao 3
Azure Sphere integrado ao Azure IoT Central

B Azure Sphere and Mikroe A x  + = @ X |

N
Q
[»3
&

ire-sphere-and-mikroe-air-quality-sending-to-iot-central-99b156 Y DE % ¥ [ = ‘

Azure Sphere and Mikroe Air
Quality Sending to loT Central

5 This shows how to use Avnet's Azure Sphere Kit to read air quality data from
Mikroe module, developing the driver code for the SGP30 sensor I_\ B e

RELATED CHANNELS AND TAGS

RELATED PROJECTS

((((((((((((((((

=)

B Get Me There - Bus

Intelligent Transpo
R System (BITS)

[+ ‘ ion
Qi =
-
3 Growing Crops Indoors
with Azure loT Central
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Hackster Impact Prize
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https://www.hackster.io/waltercoan/azure-sphere-and-mikroe-air-quality-sending-to-iot-central-99b156 E
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Demonstracao 4
Azure Sphere — modo de baixo consumo de energia

App performs its task

App starts . .
PP while active

1

WAKEUP pin activated RTC Alarm fires A Els

ForceSystemPowerDown

SIGTERM issued to all
running apps, giving up to 2
seconds to gracefully exit

Device enters Power Down

https://techcommunity.microsoft.com/t5/internet-of-things/power-down-low-power-mode-for-azure-sphere/ba-p/1190098 E
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