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Sobre o palestrante

Juscélio Reis

Pai 

Geek

+10 anos de 

experiencia em 

desenvolvimento de 

software.

Pesquisador
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Alguns números

https://www.sonatype.com/resources/white-paper-state-of-the-software-supply-chain-2020
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SolarGate
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A facilidade...

Não precisa ser patrocinado por 

uma nação para conseguir elaborar 

algo que vá prejudicar outras 

equipes.

Uma pesquisa no google ou seguir 

as pessoas certas no twitter, já vai 

conseguir o conhecimento 

necessário.

https://medium.com/@shantanukhande/red-team-how-to-embed-golang-tools-in-c-e269bf33876a
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Alex Birsan

9 de fevereiro de 2021

Consegui usar uma forma de 

colocar componentes 

comprometidos nos repositórios 

públicos.

Nuget

Gem

Pip

NPM

Yarn

Maven Central

Gradle

https://medium.com/@alex.birsan/dependency-confusion-4a5d60fec610
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Alex Birsan

https://medium.com/@alex.birsan/dependency-confusion-4a5d60fec610
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Alex Birsan

https://azure.microsoft.com/pt-br/resources/3-ways-to-mitigate-risk-using-private-package-feeds/
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Dependency Track

https://dependencytrack.org/
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Objetivo da plataforma

Reduzir o risco da cadeia de 

componentes de terceiros.

Permite a criação de politicas 

para validar:

Licenças

Segurança

Operacional

Analise de impacto

Notificação (webhooks)

Fornece API para integrações

Versão nova 4.2.1 (03/2021)
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Ecossistema
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CycloneDX

https://cyclonedx.org/tool-center/
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Script
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API First



Globalcode – Open4education

Fácil integração
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Projetos
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Projetos
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Projetos
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Projetos: auditoria
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Projetos: auditoria
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Politicas
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Politicas
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Politicas
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Vulnerabilidades
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Vulnerabilidades
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Vulnerabilidades
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Vulnerabilidades
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Bases externas
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Repositorios
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Notificações
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Integrações nativas
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Mais informação

https://github.com/DependencyTrack/dependency-track

https://hub.docker.com/r/dependencytrack/bundled




